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GDPR in scientific research, or how to legally process research
participants' data

Scientific research in the 2ist century is no longer possible without data - both that provided by
participants and that generated automatically by devices. In the digital age, personal information
is easily accessible, and its misuse can lead to serious privacy violations. Therefore, in Europe, any
research involving the processing of personal data must comply with Regulation (EU) 2016/679 of
the European Parliament and of the Council of 27 April 2016 on the protection of natural persons
with regard to the processing of personal data and on the free movement of such data, and
repealing Directive 95/46/EC (GDPR). So how can data be researched and analysed without
breaking the law?

What GDPR means for researchers?

GDPR, or the General Data Protection Regulation, is an EU legal act in force since 25 May 2018,
aimed at protecting the privacy of individuals by regulating the collection, processing, and
storage of personal data. The introduction of GDPR standardized data protection rules across the
European Union (EU), which is particularly important in the context of scientific research
conducted in multiple countries. Personal data protected under GDPR includes not only standard
information such as names, addresses, or contact details, but also sensitive data, which in
scientific research may include health information, clinical trial results, genetic data, biometric
data, as well as information about political opinions, religious beliefs, or sexual orientation.

GDPR applies to anyone processing personal data of natural persons. This means that in a
scientific context, it applies not only to large institutions but also to individual researchers,
students conducting their own projects, and organizers of international studies if the data comes
from EU residents or if the processing occurs within the EU. Compliance with GDPR in scientific
research is important for several reasons. Primarily, it protects research participants, ensuring
their privacy and the security of their data. It also builds public trust — participants who are
confident their data will be secure are more likely to agree to take part in studies. GDPR also
ensures the legality of research, as non-compliance can lead to serious consequences, including
substantial fines, suspension of research projects, or restrictions on publishing results.

For researchers, GDPR establishes several key principles that should guide everyday research
practice. Personal data must be processed lawfully, fairly, and transparently for participants,
used only for clearly defined purposes, and limited to the minimum necessary. Researchers must
ensure the accuracy and currency of the data and store it only as long as necessary to achieve
the research objectives. It is also important to provide an appropriate level of security to protect
data from unauthorized access, loss, or theft. In practice, this includes encrypting data, storing it
on secure servers, and restricting access to only those involved in the research.
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Types of personal data in research

Scientific research involves processing a variety of personal data that allows researchers to
analyze specific phenomena and draw conclusions. The most common are demographic data,
such as age, gender, place of residence, education, or employment status. This information helps
researchers understand the context of a study and analyze correlations between social
characteristics and experimental or survey results. In medical and clinical research, sensitive data
such as health status, laboratory test results, medication use, or chronic diseases are also
processed. Such data allow scientists to examine correlations between health factors and
behaviors or treatment effectiveness, but require special protection due to their sensitivity.

In psychological and social research, relevant data may include information about behaviors,
emotions, or results of psychological tests and surveys. Examples include studies on stress,
cognitive abilities, consumer preferences, or political opinions. Increasingly, scientific research
also uses biometric and digital data, such as fingerprints, facial scans, activity tracking apps, and
even online activity data. These data allow large-scale studies, for instance, analyzing social
trends or correlations between lifestyle and health.

All these data, whether standard, behavioral, or sensitive, are protected under GDPR. Researchers
collecting them must remember that processing personal data requires not only participants’
consent but also minimizing the data collected, ensuring data security, and respecting the rights
of the individuals concerned. This allows participants to feel safe and scientists to conduct
research ethically and legally.

Legal bases for processing data in research

Processing personal data in scientific research requires not only ethical awareness but also
relying on specific legal bases provided by GDPR. The most commonly used and obvious basis is
the participant’s consent, which must be voluntary, informed, and unambiguous. This means the
participant should know exactly what data will be collected, for what purpose, how long it will be
stored, and who will have access to it. In practice, this requires a clear consent form presented in
a comprehensible way, allowing participants to agree or refuse freely.

Apart from participant consent, GDPR also provides other legal bases applicable to scientific
research. One is processing data in connection with fulfilling a legal obligation or performing a
task carried out in the public interest. Examples include epidemiological studies, statistical
research, or monitoring population health conducted on behalf of public institutions. In this case,
data processing does not rely on participant consent but is carried out to fulfill legal duties, while
still observing data minimization and security principles.
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A third legal basis is processing for scientific research in the context of a legitimate interest of the
data controller. This allows universities, institutes, or research teams to process participant data if
necessary for achieving specific scientific goals, without infringing on participants’ rights. In
practice, using this basis often requires additional approval from an ethics committee or other
supervisory bodies to ensure safe and lawful data processing.

Regardless of the chosen legal basis, all scientific research must comply with GDPR’s general
principles: data must be processed lawfully, fairly, and transparently; its scope limited to the
minimum necessary for research purposes; secured appropriately; and participants’ rights
respected, such as access, rectification, or deletion of their data. Applying these principles
enables researchers to conduct ethical and rigorous studies, while giving participants assurance
that their privacy is protected.

Anonymization and pseudonymization

Anonymization and pseudonymization of data play an increasingly important role in scientific
research as basic tools for protecting participants’ privacy. Anonymization involves processing
personal data in such a way that the participant cannot be identified in any way. Once
anonymized, data becomes completely independent of the individual and no longer falls under
GDPR. Practically, this means removing or replacing information such as names, addresses,
personal identification numbers, or other identifying features. Anonymization is particularly useful
when data will be shared with other researchers or published openly, as it allows analysis without
risking privacy breaches.

Pseudonymization, on the other hand, involves processing data so that identifying the participant
requires additional information stored separately and securely. Unlike anonymization,
pseudonymized data remain subject to GDPR because it is still possible to link the data to a
person. Pseudonymization allows researchers to perform more advanced analyses, including
tracking changes over time for the same participants without revealing their identity. For example,
in a psychological study, participants may receive unique codes instead of names, with results
linked to the codes while the actual identities are kept in a separate, secure file.

Both approaches have advantages and limitations. Anonymization provides the highest level of
privacy protection but limits repeatable analyses and monitoring of changes over time.
Pseudonymization offers greater flexibility in data analysis but requires additional security
measures and awareness that the data remain protected under GDPR. In practice, a combination
of both methods is often used, adjusting the level of protection to the type of research and the
sensitivity of the data.

By using anonymized and pseudonymized data, researchers can conduct ethical and rigorous
studies while participants can be confident that their privacy is protected, even when data are
analyzed or shared within research projects.
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Researcher obligations

Compliance with GDPR in scientific research imposes a number of obligations on researchers
aimed at protecting participants and ensuring the legality and rigor of the research process.
Researchers must clearly inform participants about all aspects of data processing, including the
study’s purpose, the type of data collected, storage methods, retention period, and who will have
access. This information should be presented transparently and understandably, allowing
participants to give informed consent. Consent must be voluntary and can be withdrawn at any
time, ensuring participants retain control over their data.

Researchers are also obliged to minimize data collection, gathering only information necessary to
achieve the research objectives. Collecting excessive data increases the risk of privacy breaches
and violates GDPR principles. In practice, this requires careful research planning and precise
determination of which data are truly needed, rather than collecting everything “just in case.”

Data security is another key responsibility, involving both technical measures, such as data
encryption, secure servers, and access passwords, and organizational measures, such as
restricting data access to those directly involved in the project. For studies involving sensitive
data, such as medical or genetic information, stricter security measures are required.

Researchers must also respect participants’ rights, including access to their data, rectification,
restriction of processing, or deletion, as long as this does not conflict with research objectives.
Practically, this means being prepared to fulfill such requests and properly documenting all
actions related to data.

Maintaining documentation of the entire data processing process is equally important.
Researchers should record participant consents, data processing methods, applied security
measures, and risk assessments. Such documentation not only facilitates GDPR compliance
checks but also increases research transparency and demonstrates adherence to procedures if
needed.

CONCLUSION

GDPR in scientific research is not merely a legal formality but the foundation of an ethical and
responsible approach to research participants. By protecting the privacy of individuals whose
data are processed, these regulations help build social trust, essential for research integrity and
quality. Legal data processing requires researchers to carefully plan each stage of a study - from
designing surveys, collecting and storing datq, to analyzing and publishing results. In practice, this
includes limiting collected data to the minimum necessary, applying appropriate security
measures, ensuring transparency with participants, and respecting their rights, such as access to,
correction, or deletion of data.
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